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1	Decision/action requested
It is proposed to approve this pCR to add a KI on User Consent for UE data analytics using NWDAF to UC3S study TR 33.867
2	References
[1] 3GPP TR 23.700-91: “Study on enablers for network automation for the 5G System (5GS); Phase 2”
[2] 3GPP TR 33.866: “Study on security aspects of enablers for Network Automation (eNA) for the 5G system (5GS) Phase 2”
[3] 3GPP TR 33.867: “Study on User Consent for 3GPP services (Release 17)”
3	Rationale
This pCR proposes to add one new key issue for user consent on UE related data analytics. 

4	Detailed proposal
[bookmark: _Toc454462515][bookmark: _Toc56715735]*** Start of Change ***
[bookmark: _Toc41060311][bookmark: _Toc56715723][bookmark: _GoBack]6.X	Key Issue #X: User Consent for UE data analytics using NWDAF
[bookmark: _Toc41060312][bookmark: _Toc56715724]6X.1	Key issue details
The 5GS supports the collection and utilisation of the UE data and provide it to the NWDAF as an input to generate the analytic information 
As defined in TS 23.288, the NWDAF service consumer may request analytics for both UE mobility (see clause 6.7.2) and for UE communication (see clause 6.7.3). for a group of UEs or a specific UE. The NWDAF (supporting UE mobility statistics or predictions) collects the UE mobility related information from NFs, OAM, and performs data analytics to provide UE mobility statistics or predictions.
The 5G NFs and OAM exposes the UE Identifier, UE location information to the NWDAF in order to derive the UE related data analytics as requested by the consumer NF. Further, the NWDAF shares the analytics results to the consumer NF which may be an internal NF or a 3rd party and exposes the UE Identifier, UE location in order to support tracking or checking the valid location of the UE. In order to expose such user related private information to the consumer NFs, consent from the user is needed. Also, as suggested in TR 23.700-91, how the user consent is provided to the relevant 5GC entities and which network entities shall be involved in enforcing the user consent needs to be defined. 
[bookmark: _Toc41060313][bookmark: _Toc56715725]6.X.2	Security Threats
If the user related private information and UE related information such as UE identifier and UE location are used as input for deriving UE related data analytics without the knowledge of user, it impacts the user’s privacy.
[bookmark: _Toc41060314][bookmark: _Toc56715726]6.X.3	Potential Requirements
The 5GS shall support obtaining user consent for the user to allow the home or visited network to collect UE related data. 
The 5G system shall provide the user consent to relevant 5GC NFs for the retrieving UE related data.
*** End of Change ***
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